
TSTRANSCO- NCSAM-2023 
Cyber Security Awareness Quiz 

1) Cyber criminals only target IT companies. True or False? 
a) True. 
b) False. 

 
 

2) Local backup files – saved on your computer – will protect your data 

from being lost in a ransomware attack. True or False? 

a) True. 

b) False. 

 

3) Setting your software to auto-update is one way you can help protect 

your business from ransomware. True or False? 

a) True. 

b) False. 

 

4) CCMP stands for: 

a) Cyber Critics Management Procedure. 

b) Cyber Compliance Management Plan. 

c) Cyber Crisis Management Plan. 

d) Cyber Certified Management procedure. 

 

5) What is spoofing? 

a) A way server hides from attacks, a defensive mechanism. 

b) A way terminating 3-way hand shake connection. 

c) Falsifying data, making something appear different than 

they really are. 

d) All of the above. 

 

6) Complete the sentence: ‘Bringing your own device is usually…’ 

a) More risky than using work-supplied devices. 

b) Just as risky as using work-supplied devices. 

c) Less risky than using work-supplied devices. 

d) a safe option. 
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7) Which of the following is the more secure password? 

a) Cyber@1234567890 

b) Telangana%1234567890 

c) Tstransco%Admin 

d) Tr@n$c0%9ta 

 

8) Which of the following is the toll-free Helpline number for immediate 

reporting of financial cyber frauds? 

a) 1910 

b) 1920 

c) 1930 

d) 1940 

 

9) Which of the following is not considering the adequate measure for 

physical security? 

a) Lock the drawers 

b) Keep strong passwords for corporate laptops and mobile phones 

c) Keep confidential organization’s document file open in the desk 

d) Hide your hand against camera while inserting the PIN code 

 

 

10) Leaking your Company data to the outside personnel without prior 

permission of senior authority is a crime. 

a) Ture. 

b) False. 

 

11) Which of the following is the correct URL of TSTRANSCO website? 

a) https://tstransco.com 

b) https://www.tstransco.com 

c) http://www.tstransco.in 

d) https://www.tstransco.in 
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12) Your superior Officer is very busy and asks you to log into the SAP 

using his/her user-ID and password to do some work. What should 

you do? 

a) It’s your boss, so it’s okay to do this. 

b) Ignore the request and hope he/she forgets. 

c) Decline the request and tell them that User IDs and passwords 

must not be shared. 

d) Do the job as he/she is your boss, later ask them to change the 

password. 

13) Backing up important files offline, on an external hard drive will 
help protect your business in the event of a cyber-attack? 

a) Yes. 

b) No. 
 

14) What is ransomware? 
a) Software that infects computer networks and mobile devices 

to hold your data hostage until you send the attackers 

money. 

b) Computer equipment that criminals steal from you and 

won’t return until you pay them. 

c) Software used to protect your computer or mobile device 

from harmful viruses. 

d) A form of cryptocurrency. 

 

15) Which of the following should you do to restrict access to your files 
and devices? 

a) Update your Software Once a Year. 

b) Share passwords only with colleagues you trust. 

c) Have your staff members access information via an open Wi-Fi 

network. 

d) Create strong passwords and never share them with anyone. 
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16) You receive the following email from the IT Team: 

 

Dear TSTRANSCO email user, 

Beginning next week, we will be deleting all inactive email accounts in order to 

create space for more users. You are required to send the following information 

in order to continue using your email account. If we do not receive this 

information from you by the end of the week, your email account will be closed.  

*Name (first and last):  

*Email Login:  

*Password:  

*Date of birth:  

Please contact the Webmail Team with any questions. Thank you for your 

immediate attention. 

 

Thank& Regards, 

AE/IT, 

+918********5 

What should you do? 

a) Provide the requested data as it is urgent. 

b) Contact the AE/IT on above mentioned number (+918********5) and 

provide data on confirmation. 

c) Inform your superior Officer and with his/her approval provide the 

data. 

d) Never provide the data, as no one asks for password.  

 

17) True or False? It is okay to forward an email or attachment without 

reading it. 

a) True. 

b) False. 
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18) Which is the best answer for which people in TSTRANSCO should be 

responsible for cybersecurity? 

a) a) Vendor. 

b)  b) HODs 

c) c) All Staff. 

d)  d) None of the above. 

 

19) _______ portal facilitate victims/complainants to report cyber-

crime complaints online. 

a) https://cybercrime.gov.in/ 

b) https://www.nciipc.gov.in/  

c) https://cyberfruad.gov.in/ 

d) https://www.cert-in.org.in/ 
 

20) If you observe any cyber incident in the organization, whom you 

should report? 

a) CISO (chief Information Security Officer). 

b) Concerned Chief Engineer. 

c) Reporting Officer. 

d) All of the above. 

 

Key: 

 

 

Q.No. Answer Q.No. Answer Q.No. Answer Q.No. Answer Q.No. Answer 

1 b 5 c 9 c 13 a 17 b 

2 b 6 a 10 a 14 a 18 c 

3 a 7 d 11 d 15 d 19 a 

4 c 8 c 12 c 16 d 20 d 


